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M2M Cyber Security

M2M Cyber Security is a massively scalable  
and low cost solution for critical infrastructure 
protection and secure information exchange. 
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M2M Intelligence® integrates  
M2M Automation and M2M Cyber Security  

to provide the essential platform  
for the M2M and IoT economy
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Critical infrastructure protection: Critical 
infrastructure such as energy, telecom 
with cyber-physical sensors, controls 
are interdependent on M2M/IoT

Shared data: With distributed control 
comes data that requires policies 
for secure exchange, sharing among 
multiple parties and privacy

Trust: The locations, networks and 
large numbers of devices connecting 
to the data center require a robust 
mechanism to instill trust in the 
system

Performance: With massive numbers 
of low power devices connecting, 
some across low bandwidth networks, 
managing scale and optimizing 
performance of the security system is 
imperative

Access: M2M networks, users and 
applications will be dynamic - static 
access controls will not be able to 
satisfy the context and real time 
monitoring requirements 

Cost: With large scale comes stringent 
requirements for low cost solutions

As more and more sensors and devices connect to the 
M2M infrastructure to share data, the implications of a 
security compromise can be serious. Delivering security for 
both physical sensors/devices as well as digital information 
thus becomes a critical requirement for success.

Cyber security, which includes both secure exchange of digital information and 
cyber-physical critical infrastructure protection, is therefore the appropriate 
context for security in the M2M and IoT environment.

Why is cyber security critical for M2M/IoT?

Other issues such as heterogeneous systems, integration into existing security infrastructure are all 
challenges an M2M security system should address.

“The cyber 
threat to 
critical 
infrastructure 
continues 
to grow and 
represents 
one of the 
most serious 
national 
security 
challenges we 
must confront.”

-President  
Barack Obama

-Executive Order, 
Improving Critical 
Infrastructure 
Cybersecurity, 2013
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Enabling cyber security  
for M2M and IoT 
M2M Cyber Security is a massively scalable and low cost solution for critical 
infrastructure protection and secure information exchange. It is specifically 
designed to address the challenges of shared data, trust, scale, dynamic access 
and low cost within an M2M and IoT environment. 

M2M Cyber Security brings together fine-grained security policy and network 
control as well as intelligent, deep understanding of current ecosystem. This 
allows for rapid and contextual response to control the flow of information, 
thus allowing multiple participants to securely participate in the M2M and IoT 
ecosystem while ensuring privacy and secure information sharing. 

It is designed to work with an organizations existing security governance 
infrastructure, while supporting fine-grained, multiple protocol support across the 
leading multi-vendor networks.

M2M Cyber Security:  
Secure Lockbox technology
A critical component of M2M Cyber Security is the M2Mi Secure Lockbox, a 
patented offering enabling key cyber security capabilities for M2M and IoT:

• Authenticate users and resources 
in the M2M and IoT ecosystem

• Intelligently discover and 
understand current ecosystem, 
connections, devices etc in real-
time

• Authorize access based on current 
context and fine-grained policies

• Control flow of information using 
deep integration with the network 
layer 

• Generate extremely low cost 
cryptographic keys at massive 
scale

The Secure Lockbox determines what actions a user or asset can perform on 
infrastructure resources, the allowed parameters of use as well as changes to 
environment to meet policies and QoS guidelines. This fine-grained ability to 
control information flow has significant advantages over less sophisticated, 
binary yes/no approaches to access.

M2M Cyber Security is designed to support the NIST Cyber Security framework. 
It can also optionally leverage Intel Corporation’s Trusted execution CPU 
optimizations to provide security and trust from the CPU to and through the 
entire network, users, application and cloud environment. 

“31% of US 
CEOs believe 

a major 
cyber-attack 

is likely to 
occur…” 

-PWC,  
16th Annual  

Global CEO Survey 
2013
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Summary
Protecting both the cyber-physical critical infrastructure and the 
secure exchange of digital information is the context for M2M 
and IoT security. M2M Cyber Security is designed specifically 
with a massively scalable and low cost offering to ensure trust 
and security in the system.  M2M Cyber Security, in combination 
with M2M Automation, provides M2M Intelligence®, the essential 
platform for the M2M and IoT economy.

Scenario: Implementing an efficient cyber security model
The M2M environment requires protecting physical as well as digital assets, i.e. critical infrastructure protection and 
secure information exchange. This is what M2M Cyber Security with lockbox technology is specifically designed to 
do. In an M2Mi environment, the Secure Lockbox component functions as the secure information broker. 

The following short scenario describes how the Secure Lockbox provides unmatched security in the M2M and IoT 
context:

1
The lockbox 
receives the 
request from 
a utility smart 
meter to access a 
cloud data center 
application

2
The lockbox 
authenticates 
the smart meter 
based on its 
identity

3
The lockbox 
then dynamically 
discovers the 
surrounding 
ecosystem – 
understanding 
that the meter 
is currently 
connected to 
solar panels, the 
power grid, mobile 
devices and is on 
a Wi-Fi network

4
Based on security 
and performance 
policies as well as 
current ecosystem 
state, the lockbox 
knows that 
specific network 
changes have to 
be made in order 
to connect the 
device to the cloud 
application

5
The lockbox 
instructs the 
network layer to 
drop connections 
to the solar panel 
and mobile device.

6
It also 
reconfigures the 
cloud and data 
center network to 
ensure an optimal 
connection to 
the data center 
application

7
It finally sets up a 
secure connection 
from the device 
to the data center 
application
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